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Introduction & Justification

The purpose of this lesson is to introduce students to computer science principles that are associated with cybersecurity, and in particular, digital
forensics. As technology becomes a more integral part of our daily lives, it is important to develop an understanding for how technological
resources work. Students, for the most part, are unaware of security, protection and privacy issues while they are using computers, especially

their mobile devices. Hashing is a computational calculation in which all files are given a mathematical value based on their unique contents. The

significance of hashing. as related to digital forensics, verifies and authenticates sources of information. Cryptography includes techniques used
to keep information private, secure and protected from interception. Two of the most common and well-known ciphers are the Pig Pen and

Caesar ciphers. The introduction of these cipher examples will allow students to identify strategies to keep their information secure from threats

and develop their own methods and algorithms for using cryptography as a part of their daily lives.

Objectives & Standards

Obijectives:
Students will be able to:

Understand the roles and functions of hashing

* Collect artifacts, in the form of images and other files, and identify them based on their hash values
Learn the basic function of cryptography and complete activities based on the Pig Pen and Caesar ciphers
Use cryptography to encrypt and decrypt messages

Standards:
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Computer Technology - Research and Information Fluency - Students apply digital tools to gather, evaluate and use information

3.A.2.1 - Determine steps to answer a question using digital tools
3.C.8.2 — Select and justify appropriate digital resources to accomplish a variety of tasks

CCSS ELA-Literacy.SL 11-12.2

Nevada Computer and Technology

Classroom Technology Integration for the 21% Century

Integrate multiple sources of information presented in diverse formats and media in order to make informed decisions and solve problems, evaluating the credibility and accuracy of each

source and noting any discrepancies among the data
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Hashing is a mathematical
calculation that is used as an
identification of images and other
types of files. The common hash
functions are MD-5, SHA-1 and SHA-
256. The MD-5 has become vulnerable
and therefore not used as much. The
SHA-1 hash (Secure Hash Algorithm)
was developed by the United States
government but has been dropped
from the standards as the SHA-256 is
now used primarily by the NSA.
(National Security Agency)

Pig Pen Cipher —I

HASHED-messages in Text Files anpREaE

File Name

textl.txt
text2.txt

text3.txt

textd.txt

test4 renamed.txt “The quick brown fox jumped over the lazy dogs back”
File renamed and saved text4.txt to test4 renamed.txt

“the quick brown fox jumped over the lazy dogs back”
“THE QUICK BROWN FOX JUMPED OVER THE LAZY DOGS BACK”

(typed in all caps)

“the quick brown fox jumped over the lazy dogs ba@’
(spaces added at end of sentence)

(‘The quick brown fox jumped over the lazy dogs back”
(first letter of the first word in upper case)
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6d73d40280¢26b1 a1 7ba748cB46bd744

Cryptography
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Student #1

41524 1 18 24 17 2 00 - graduate

Student #2

5645 00 - high

Student #3

121313121517 18 11 6176 2 16 O — opportunities

Student #4

16 13 24 18 8 16 00 — Sparks

Student #5

24 11 1002624 15 2 2 15 00 — and career

Student #6

106 16 166 12 11 00 — mission

Student #7

24 00 3 18 9 9 00 — a full

Student #8

16 265 12 12 9 00 — school

Student #9

21182624176 12 11 24 9 00 — educational

Student #10

00abble575M477910ed34 48108 43501309 ¢ dBSa Selac®
dced5e878f236290e025d962327115¢ 4086872 4784319
QAR XA 0 2l 1 AN )

03914bb8771b841 c43bd cdbaBdb862af124335ed 42598
03914bb877fb841 c43bd cdbaBdb862af124335ed c4250ecB

131521224152 10017 12 00 — prepared to

Student #11

1617181 211 17 16 00 - students

Student #12

249 26 26 2 16 16 00 — access

Student #13

20 6 9 9 00 — will

Student #14

152411420012 2 00— range of

Student #15

16172417 210211 17 00 - statement

Student #16

241600131512 118 26 17 6 19 2 — as productive

Student #17

131216170016 2261211 124 15 22 00 — post secondary

Student #1828

266 176 23 2 11 16 00 — citizens

Elaborate

Cryptographic hash functions, like the
example provided below, are used
for verification and authentication

purposes throughout modern
cryptography. Ensuring the integrity

of information is the primary

purpose for developing hash

[
functions. _
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161324188160056450016265121290010616166121100161724172102111700161718121117160020699 00

Sparks-High-School-Mission-Statement-Students-will-
415241182417200241600131512118261761920026617623211160013152132415210017120024 262622161600

Graduate-as-productive-citizens-prepared-to-access-

240031899001524114200123001312161700162261211124152200211826241761211249002411100262415221500
A-full-range-of-post-secondary-educational-and-career-

2131312151718 1161762160
Opportunities./

Cryptography is the art of writing
and solving codes. Students will learn
the Pig Pen and Caesar ciphers
before developing their own
strategies and ciphers to protect
information. The above image breaks
down our school’s mission statement
but is based on a numerical version
of the Caesar cipher, which was
developed centuries ago by Julius
Caesar to protect significant military
information. Students will learn to
encrypt their messages and decrypt
messages like the example above.

Evaluate




